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Presentation outline

>
m  \What problem are we trying to solve?
m  \Why transmedia learning?
>
m Transmedia learning
m  Story-driven training example: USMC
>
m  Cybersecurity education use case inspiration: Mr. Robot
m Simulation Experience Design Framework
>



The challenge is self-regulated learning in the wild

11

How do people integrate the
disparate pieces of knowledge
they acquire at different times
and places? And how can
anyone assess the overall
outcome?”

“How well have people learned to think on their feet, for example?
And how good are they at weighing-up evidence and asking critical
questions?”



Our media habits are changing

> >
m 87% want to see events through character’s m  91% say narratives with “real-time” character
lens development would motivate them to tune in
> more often
m  41% use a second screen daily while >
watching TV m /3% interested in discovering real-world
m  Most popular; earning rewards, voting, products in a story
purchasing >
> m 94% feel the “real world” should be treated as
m  92% agree ads can be more like stories or another platform for content interaction
games they'd naturally choose to engage
with

Latitude “The Future of Storytelling, Phase 2 of 2,” 2012
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What are the goals of transmedia learning?

> IS the sustained
experience that

» Behavior change can be

» The goal is to synthesize information across
multiple media channels, to create more

> And so thousands of learners
can hone their abilities




Involves several different media, can be a single package

uses multi-media delivered
various formats

multiple platforms in

Each media element makes distinctive contribution to story

Intent is to

User actions affect the experience of content across multiple platforms

Leverages (social media channels)

May be included in formal learning program

Learning may be informal

Instructor-led focus with supplemental online or digital media

OO
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Developing the transmedia learning ecosystem

Graphic Expanded Character
Novel : .
privacy and security
Web Video Live Action
Series Training

The Prequel The Main Story
Social
Media

Expanded Moment in Time Expanded Backstory

m Adapted from Robert Pratten, tstoryteller.com




%

Your brain reading
bullet points

It was a dark and
stormy night

Your brain reading

A story



R Short story

For sale: baby shoes, never worn.



Storytelling approaches for training

>
m Problem and solution are fixed, learner is positioned as outside observer

>
m Problem and solution are fixed, learner is positioned within author’s context and control

>
m Problem and solution criteria are fixed, learner is positioned in interactive, real-time experience

allowing for variety of fixed solution paths
>

m Problem is ill-structured with no preformed solution criteria or parameters,

(Andrews et al., 2009)
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K S0, what i1f we support training with story?

Your mission: transport local VIP. . . safely.



Story-driven non-kinetic training with USMC transition teams
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How can we support story with transmedia learning?

Overlays

7 i Our FROM
oasecrive.

THUNDER 16. CEASE
rrRE, EaGis 16 15
INBOUND TO EA DEira

UNCLASSIFIED/FOR TRAINING USE ONLY

Copy__of __ Copies
1= Military Police Company

FortLeonard Wood, USA
Date-Time-Group (DTG):

> SN
P OSITIVE INOENT IFICAT ION
COMPIRAMEND COMMENCING
ATTACK ON ENEACY T ARG ETS.

/

OPORD 10-01 (Lizard Overseas Contingency Operation) UNCLASSIFIED

(U) References:

Maps: V7795, Fort Leonard WoodSpecial, 1 -NIMA_ 1:50,000

MINC-I QPORD 08-01(OperationIragi Freedorm) DTG 0 10200JUNOS

793+ Military Police Battalion OPORD 10-01 (Overseas Contingency Operation)

(U) Time Zone Used Throughout Plan: Sierra (Local-Central Davlight Savings Time)

(U) TaskOrganization:
1=Military Police Comparry
HQs Platoen]
1=Plataon
2% Platoon
3= Platoon

1.(U) SITUATION.

a.(U) Area ofInterest: The Security Agreement and Strategic Framework Agreement is now
over six months into its executionas Cealition forces (CFs) begin to scale backits footprintin
Iraq. Coalition forces have tumed over security resp onsibilities in the cities to the Iraqgi Security
Forces (ISFs) as outlined in the security agreement that governs the military presencein Irag.
Iraqi Security Forces are taking the lead in eliminating terrorist sa fe havens and reducing the
flgwy of foreign fighters nto Iraq. The ISFis steadily improvingits ability to provide security for
the Iraqi people and extend security towardits borders. ISF expansion has reached an all time
high with ISFs takingthe lead inlarge-scale unit operations in 14 ofits 18 provinces. The ISF
continuete d growth an oved capabilities, and its lea dership has improvedits
ability to command and contral these large-scale unit operations. Recent tactical successeshave
demnonstratedthe ISFs steady improvernentin capability to combat extremists, and theincreasing
professionalism and effectiveness of the ISF contimues to foster the trust, confidence, andsuppert
ofthe Iragipopulace. In and aroundthe Baghdad area, Iraqi and CFs confinue to transition from
a combatand cowterinsurgency (COIN) mission to primarily stability tasks that focus on
training and assistingthe ISF, providing force protection for U.S. military and civilian persormel
and facilities, assisting targeted counter-terrorism operations, and supporting civilian agendes
and intemational orgarizations in their capacity-building e fforts.

Despite a difficult security environment, the Iragi economy has enjoyed stability during the
pastyear. Although the Intemational Organization for Migration (IOM) estimates that over 2.8
million (10% ofthe total population) Iragis are displacedinside Ira g, thousands o f Iragis who
fled the country are nowretuming. Areas of Baghdadthatwere ghost towns only a fewmonths

Courtesy of PEOSTRI, Army Games for Training




Storytelling arc

Image courtesy of Toontastic




Social-Process simulations

Characteristics of Social-Process Simulations

Task Focus Role of Participant Feedback
Problem Actions

To Actions Implicit: it Use of social Reactions
interact executed by arises from | communication | of other
with others and conflicting such as participants
others to the effects participant | negotiation,
address a on one’s own | goals or persuasion,
particular assumptions, | actions confrontation,
challenge goals, writing, etc.

strategies

Setup Conflict Challenge Climax Resolution

follow a storytelling arc

Raybourn, E.M. (2011). Honing Emotional Intelligence with Game-based Crucible Experiences. International Journal of Game-Based Learning, 1(1), 32-44.
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Story arc for cybersecurity use case

>
m Use all source information for ideas—
make the story feel real and relevant to
learning objectives
>
m Learner understands why assumptions
won’t work, and what skill sets are now
needed to solve problems
>

m Help learner to perceive unexpected
adversaries—notice when “winning the
battle and losing the war”

Close to achieving goals, an unanticipated
event threatens progress and requires the
learner to face their weaknesses

Fail again and again. Finding the solution the
first time is what the adversary wants the
learner to do

Learner uses training as own mental fitness
gym, grit and tenacity creates ability to win
personal battles



Example self-regulated learning experience

Watch videos - explore

Review social engineering mitigation techniques G YB—E R
|

Watch mini-interviews with cyber “Jedis” ||
Website actions — study gc O R Pl DlN
J

Read security blogs

Practice identifying phishing attacks

Upload progress to unlock new information
Problem-solve in simulation — sharpen skills

Hands-on experience in Cyber Scorpion

Social media ...master...
Follow security experts, gurus
Share ideas or comments (user generated content)



Sandia Cyber Scorpion

= Zero-entry CTF lab environment Advanced

for learner level setting via

hands-on interaction, and...
Intermediate

PenetrationTestingl RevEngPdfl
50 50

Beginner

SocialEngineeringB PenetrationTestingB RevEngPDFB
10 10 10

= Scalable

= Rapidly reconfigurable

= Addresses learning objectives
= |ndividuals and teams

= Open source VM management
tool, minimega.org
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Tracking learner experiences

. and use media based on social science and
theories of learning as well as validated measures to determine most effective learning
campaign

. , technology products, methods, pedagogy, and
assessment techniques to meet your unique training needs

. that enables flexible tracking of learning experiences
across devices (records, scores, completions, and learner actions) http://xapi.adlnet.gov

. to include feedback from learner-generated content

= Address user tailored privacy and cybersecurity
= Apply to cyber physical security education


http://xapi.adlnet.gov
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Share your story
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