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S Ransomware

* The most popular malware nowadays

* Huge profit for cybercriminals, Cryptowall
produced 325 millions of dollars in 2015

e Ransomware as a service (Raa$) is giving
cybercriminals (even beginners) the
oportunity to launch sophisticated attacks

* Numerous families: Locky, CryptoWall,
CryptoLocker, Spora, DMA Locker, Petya,
Cerber, WannaCry, NotPetya/GoldenEye




Multiple distribution methods:

* Phising emails (the most popular method)

* Social Media

* Infected websites dropping malicious payload
* Exploits and 0-day exploits

The network infection vector (EternalBlue) of
WannaCry which exploits a vulnerability in
Microsoft’s implementation of SMB protocol
wasn’t a 0-day exploit




S Spora ransomware

* |t encrypts files offline like DMA Locker or Cerber (it doesn’t
communicate with a C&C)

* RSA + AES encryption using Windows APIs (CryptimportKey,
CryptGenKey, CryptEncrypt)

 The sample comes with an encrypted hardcoded RSA public
key, for each victim is generated a new RSA 1024 pair of keys
as well as a new AES key; the AES key is used to encrypt RSA
private key and then itself is encrypted with RSA hardcoded
key (these are stored in each ransom note); an individual AES
key is generated for each file (in order to encrypt the file) and
it is encrypted with RSA public key which was generated, and
stored at the end of each encrypted file

e [t uses VSSadmin to delete shadow copies (in order to make
backup very difficult)




Spora ransomware

* The sample is obfuscated in order to make the analysis more difficult
* |ttries to open a mutex (wddmnotbx) which doesn’t exists (700 times)

Direction Tygp Address Text 22
P ext:0040170C sub_404C37 (=

b= Up  p  t=xt:00401726 call sub 404C37 text:00404C37 sub_L4O4C37 proc near

Up <] text:00401740 call sub_404C37 .text:-884084C37

Up p  .text:0040175B call sub_404C37 _text:88484C37 nop

Up p  text:00401795 call sub_404C37 -text:86484C38 jmp OpenbutexA
Up p text:004017D5 call sub_404C37 -text:00404C38 sub_484C37 endp

Up p  .text:0040181F call sub_404C37

Up p .text:00401839 call sub_404C37

Up p  .text:00401872 call sub_404C37

Up p  .text:004018E9 call sub_404C37

Up p  .text:00401914 call sub_404C37

Up P text:0040193E call sub_404C37

Up p  text:00401968 call sub_404C37

Up p  text:00401982 call sub_404C37

Up p .text:004019BC call sub_404C37

Up p  .text:004019E6 call sub_404C37

Up <] text:00401A0B call sub_404C37

Up P text:00401 426 call sub_404C37

Up p  text:00401A241 call sub_404C37

Up P text:00401A5C call sub_404C37

Up p text:00401A76 call sub_404C37

Up p  text:00401490 call sub_404C37

Up P text:00401ACA call sub_404C37

Up p  .text:00401AE4 call sub_404C37

Up p  .text:00401AFE call sub_404C37

Up p text:00401B28 call sub_404C37

Up p  text:00401B5D call sub_404C37

Up p  .text:00401BD2 call sub_404C37

Up P text:00401BFD call sub_404C37

Up p  text:00401C18 call sub_404C37
B3 Un  n text00401C95 call _<uh 404C37 2L

Linel of ZOQ,




Spora ransomware

* [tcalls GetVolumelnformation\W to get information about file
system and volume associated with root dir

BE486466 l" Enghﬁgg‘éﬁ PUSH 0464304 kF:‘ o '@dsﬁetgo;%gﬂelnt C ome | PERCATNGDNE
. B8 rocname = "Rt [ComputeCre32” XMM@ GO6SASE BO7400
Aa4a6468| | « 8930 7463400 MOV DHORENRTREDSEEAGEST EO r " |kt onzEneze ooasan

[Ba4A1BACI=769BC480 (kernel32. GetUoluneInfornatlonWl o | ¥MM2 9031662E BR300
XMM3 BO000ad4 BEBEEEA
®MM4 BRESEBEC BB6900
KMMS BEa40024 BEBEAE

sporaz. <H0dulﬁEnt1uPolnt>+b2 T | ¥MME B061006C BR7300
Address | = [(BBSFE748 Hv_ || Root = ™CaN"
08488639 * I'on12FEDR| | nonREEaS UolumeName = NULL

AB4A2610| =|| 9212FED4| | BRAOBGE0| UolumeCount = @

AR4B3020 = B312FEDS|| B8466994| 6 i@ || pSerialNunber = sporal.@0486994 -> 0
AR4ASAIA B312FEDC| | BEB00680 phMaxNamelenath = NULL

Ba4a8a4a BB12FEES| | ABB00GHE pFlags = NULL

B34a3654 BB12FEE4| | BOGO0GEH SysName = NULL

AR492a60 AA12FEES| | ABBARRGE W SysNameCount = @

04836738 aA12FEEC| | Ba800a06

BB402620 0612FEFA| | 90808066|

PR4a2690 B@lgFEF4 B812FF34 o‘f

Aa4a26Ra BblﬁFEFs 7FFOGGGE| **a

AB4a36E4 AA12FEFC| | B0800005

A8482aCH BO12FFaG| | B00a0601 | Be

AR4a5a06 AA12FFa4| | B0R0066

BA4G20ES| : a12FFas| | Aoaa00s

Ba4830F3 AB12FFAC| | Baaaaaaa

093463168 AA12FF 18| | Bapa0aaa

80462110 B012FF 14|| 60600600

AB4a3120 Ba12FF 13| | 00060668

aa4a8134 BA12FF1C|| Boaaaaaa

6483148 BO12FF26| | 08060000

2a4a315a GB12FF24| | Ba000060

AA488166 Ga12FF23| | B0aa0060

aa4a817a BB12FF2C| | Baaaaana

73 65 ) BA12FF36|| Aaa6aa00
?é 65 7175656 73 ¥ BA12FF34 || GRGGGE0G

Aantarranll asncnnan

e The result is used to create a mutex which has the form:
m<GetVolumelnformationWResult> to ensure that he
malware runs only once

83463158 : 2
00408190| BA 26 20 20|20 20 20 3C| 2F




Spora ransomware

The malware has a hardcoded key which is being imported using the
function CryptimportKey

goencBal | -+ FR1S 48184080
27 ma» AT

Aa4a5EaF|| « 74 21
AA4a5691 (|« 8045 BC
AR4a5E94(] - S0
AR4a5E95( |« FF7S 88
aa4a5e9s|] « 56
AR4acEss|] « 56
ar4a5E9a(| « 56
AA4n5E9E|| «  FF?S FC
@A4AsESE(l «  FF1S 4418400 SR
AR4a5EA4|| «  85CE
AR4a5EAG|| « 74 81
aR4asers|| - 46
AA4a5EA9|| > FF75 FC
Apdaceac|] «  FF1S 1416400( EREE
aa4asEE2|| > 8BCE MOU EAX,ESI
AA4ASEE4|| «  SE POP ESI

EAR=PORDR0G1

JZ SHORT BG4GSEE2
EAX, CARG, 21

B012FECC BElEEEEEE

@312FEDA| | BASFFOF

AGRLArrT™a D T T T T T

RAddress [Hew dump .
00401 1ABIEEIVZ) 00 08110 66 0O OO|lcH o9 oY Og

It represents an AES256 key, stored in a form of blob. 0x08 represents
PLAINTEXTKEY-BLOB, the key is a session key; 0x02 represents
CUR_BLOB_VERSION; 0x6610 represents Alg _ID: CALG_AES 256; 0x20
represents key’s length




Spora ransomware

* The AES key is used to decrypt another elements, a RSA key, the ransom
note and something which looks like a campaign id

(AA4HSEIE FFIS 4410400 A34AsEoE|| « FF1S 4410408 %%M:memw

A4A5BA6 JZ SHORT B@4aSEA3 AA4ASEAE JZ SHORT @G45EA3 09405ER6 || v 74 81 JZ SHURT 00405399

AB4ASEAS INC ESI 04a5ER3|| » INC ESI BE4BSERS|| » ESI

AR4a5eR3([ > Fl H Dl 03405ER9(| > FF7S FC GB4ESERY(| > FF7S FC

ap405ERc [+ FFIS 1410400 B aa40sEnc [+ FFIS 1410400 N BO4BGERCf +  FR1S 1410400 BN

(R4ASEEZ|| > 8BCE MOV EAX,EST A4A5ERZ|| > 8BCE MOV EAR, EST GR4BEEEZ|| > 8BC6 MOV ERX, ESI

nndnseedl] « SE POP ESI 0A4a5E84([ +  SE POP ESI gn4aseR4(] «  SE POP ESI
Aa4asees|l« €9 LEAVE Ba4aSERS|) » €9 LEAVE
AA4A5EEE ke C2 200 RIS B op4nseRa| Ly C2 0309 il
AB4ASEES|rS 56 PUSH ESI sporal. 280485889 [5 56 PUSH ESI 5p
AB4ASEEA|| 68 20610060 |PUSH I Arar - DP4GSEER|| + 68 20910600 |PUSH B [F
0A40SEEF ||+ 68 FA11480@ |PUSH 004811F0 fral = EAX=000R081

— ' =~ 0A405ECa ||+ 33F6 XOR ESI,ES]

‘Address |Hex dump | AscIT Ap4nsECe|| €8 AZFFFFFF | B 0G465E6D sporal.

-mmmm@%ww@MW%@%wbwmwmr%%m-sm TEST ERX, EAX

mmmwmm%mmmwmwmmww&mcmmﬂmmEmmmm

004a1210(41 30 47 43(53 71 47 53|49 62 33 44|51 45 42 41| AOGCSQGSIbIDGERA

AR4a1220( 51 55 41 41|34 47 4E 41|44 43 42 69 51 4B 42 67| QUARYGNADCE GKBa

09401230(51 43 6C SA(43 33 4R 52|56 62 39 72|61 53 75 62| GCI1ZC3JRUDSrasSub

BA41248| 7R 78 56 4E|74 35 4A 58|4A 55 34 0A| 33 54 4E 6F|2xUNESIXJU4EETNO

0A401256( 6E 32 60 2F| 45 2B 62 77|35 61 35 6C| 76 EB 48 6B|n2n/E+bwSaSlukHk —

AA41260( 54 40 39 4D|6C 59 40 36|6F 33 77 71/4A 6C SA 44| THIMIYME03waJ 120 unp RSCIT

AA4A1278( 4D 7R 4C 59|79 74 48 65| 7R 79 6C 56|57 7@ 61 78|MeLYptHezp Ulpap wmw " BB BF 3C|68 74 6D 60| 3E 3C 68 65| 2 <html><head )<

00491280( 46 56 67 4D)56 42 53 GE|2B 45 4C 33|0A 78 79 53| FUGMUBKn+ELSEkyS| 004R1320(74 69 74 6C|6S 3E S3 70|6F 72 61 20 titledSpora Rans

BA491290| 7R 4C 4R 35| 73 50 53 46| 4B 69 53 4R 45 54 40 78| 2LJSSPUFKISJETHR| 90481330|6F 60 77 61/ 72 65 3C 2F| 74 69 74 6C) onwared/t it leXn

AA4A12A8| 71 4C 37 62|59 3¢ 3@ 35|63 71 76 6B|52 37 71 64|qL7bV4@ScqukR7qd| @G481343|65 74 61 26|63 68 61 72|73 65 74 3D 6|eta charset='utf

00401280( 44 36 64 48(32 4D 7R 47|32 53 45 40|46 2B 33 49|D6dH2MzGRSEMF+31| ©@49135|20 38 27 3E|3C 73 74 79| 6C 65 20 74 -8' }style type=

0A4A1200| 42 56 4F 6A|6C 63 53 6B|dF 63 72 7A 64 OR GE 4A|BUOj LiVkOcrzddnd| BA4G1366|22 74 65 78| 74 2F 63 73|73 22 3E 62| 6F 64 79 20| "text/css"body

0A4A1208| 32 31 64 71|74 59 53 52|70 35 42 57/4B 4B 5@ 77| 21dqtVPROSBUKKPY| ©@401378| 76 62 61 63|68 67 72 6F| 75 6E 64 3A| 23 65 64 65| {background: tede

AA4A12E0| 49 44 41 5141 42 A 20|20 20 20 20/45 4E 44 20| IDAGAEE-----END | ©@4R1380|65 66 3@ 3B 63 6F 6C 6F| 72 3A 23 32|32 32 66 33| efBjcolor: 82223

AA4A12FA( 53 55 42 4C|49 43 29 4|45 59 20 20/ 20 20 20 BA|PUBLIC KEY-----@| 90481390|39 38 60 61|72 67 63 6E| 3A 30 36 70|61 64 64 69| I;margin:d;paddi

67401300169 60 69 69|60 6A 0G Al6R R 69 ORI 0R 6F B8 09 004A13A8| 6E 67 3R 30| 3E 66 £F 6E|74 20 73 63| 7A 65 3A 31|ng:B;font-size: !

o

AB401360| 33 7@ 78 3B/ 66 6F 6E 74|20 66 61 60|69 6C 79 3R| 3pu;font~fanily:
AB4@13CA| 52 6F 62 &F| 74 6F 2C 4F| 70 65 AE 2053 A1 6E 73|Roboto,Open Sans
AR4A1300( 2C 48 €5 6C| 76 65 74 69|63 61 20 4E 65 75 65 2C| \He lvet ica Neue,
AB4A13ED| 73 61 6E 73|20 73 65 72|69 66 3B 6C| 69 BE 65 20| sans-serif; line=
B04013F0| 63 65 69 6768 74 3A 31| 2E 31 35 24|38 66 6F 6E|heiaht:1.154;fon
AR4A1400| 74 20 77 €569 67 65 74|3A 34 30 30| 3B 70 68 72| t-weight:d@@; dhr
An401410| 20 7B 60 61|78 20 77 69|64 74 63 3R| 37 30 30 76| (mak-width:70dp
A0401420| 78 3B 62 6F| 72 64 65 72|3A 20 30 3B 68 65 69 &7|4;border: @heig
AB491430| 62 74 3A 28|31 70 78 3B|62 61 63 BB|67 72 6F 7S|ht: 1px;backarou
AB401440| 6E 64 37 26|23 62 62 62|38 62 61 63/ 6B 67 72 6F|nd: #bbb;backaro
#3401450| 7S 6E A4 20|69 €0 61 &7 65 3A 2@ 6C| A9 6E 65 A1|und-image: linea
AB4A1468| 72 20 67 72|61 64 69 65| 6E 74 28 74| 6F 20 72 69| r-aradient(to ri
B04R1470| 67 68 74 2C120 23 65 6565 2C 20 23|62 62 62 2C|aht, #ess, #bbb,
AR4A1420| 20 23 65 65|65 29 3B 70|61 7B 74 65/ 78 74 2D 64| #eee); daltent-d
#n401490| 65 63 6F 72|61 74 £9 6F|6E 3A GE 6F 6E 65 3B 63| ecoration:none;c
AR4A14RA| 6F 6C 6F 72/ 3A 23 37 41/38 31 38 38/ 3B 70 A1 3A) olor: #7AS188; Ya:

no




Spora ransomware

 The sample uses GetlLogicalDrives to obtain available disk drives, WNetOpenEnum
and WNetEnumResource to enumerate the network resources

A new pair of RSA1024 keys for every victim is generated, as is shown below:

i FFJ.E AC194a0( BN DUORDPTR DS¥ T<AADVARISR: CEVREGaiK] [ e e
%486752 TEST EAX, EAK Ly ’*‘}2 ggg:g 33
00466734 [ 8Fb4 B100006 JZ 00406798 Ao
| 0 PTR $5 [ESP#10] [nrg1 ” W gia
[A4B673E (|« ES 2FEBFFFF - 00404F72 sporal, 0B404F 72 P—————
ggggg;gg ; gggg 24 18 nou B EFI ' ESPH] FCW B27F Prec NERR,
Bl Tlen

i | e aoooaean pogaa
0406740 - PUSH EBX [Argl YMM1 0610064 BASCAR

[Ba4a181C]= ?50489[7? (ADVAPTSZ, CryptGenKey) o | KIM2 BEEFAGEC BATAGH
M3 BA200045 BESEAN
K4 BA366A39 BA3360
XMMS BAA0RASC BD64An
bporaE (Modul:EntruPotnt)hZE T K6 0a610660 PAGYHA

@%18(99 ’tS FIC 61 #8|B2 3B 64 @6|EE FE EE FE|EE FE EE FE !%a ‘l d Encacaca|
@06187B8( EE FE EE FE|EE FE EE FE|EE FE EE FE EE FE EE FE Fme-ue-#.ne-

AREI1O7MOICC CC CC COICC CC CC CCICC CC CC CCICC CC CC CClcw

* 0x600228 is a handle to CSP, 0xa400 represents AlgID: CALG_RSA KEYX and
0x40000001 represents RSA1024BIT_KEY — CRYPT_EXPORTABLE.




Spora ransomware

* Aunique AES key is generated, exported and encrypted with hardcoded
RSA key, as is shown below:

FF15 1C184001 =
08485137 TEST EAX,ERAX
8848513C|| v BF84 20681680! gZ AB4A526F

&
Go4a5144| 8045 70
0405147 ]
opansi4z|| « 8045 E@
on4nsidae|| - Se FUSH_EAR
apaasiac|| - 3308 %OR EBX, EBX
an4ps14E|| - 53 PUSH EEX
a640514F ||« 6A B8 PUSH

g3 PUSH EBX
FF75 68 USH
a6405155| |« BE_300p0600
apansical| - 8975 70

FF1S 0316406! BN
20405163(| « 9508 TEST ERAR, EAX
045 165| |+ GFS4 F4opREB| JZ AB4RSESF
apansicel] - 56 | PUSH EST ! ,
05405172 045 70 LER EAX
ap4a5175|| « Sa
6405176
8405179
ap4a517a| « 5
254051 76(| « A B1
35405170(| - 53 P
apansive|| « R3S 9@ea4e

FFDE

20405136

ADVAPIZ2. CryptEncry
[Strlng =>

FF7S 7C
00465139 FF1S F41@460 KERNEL32. lstrLen
GA40513F S3EQ EA
30465192 33!:9 24
80465195
| 96405196 8945 60 0y Dl CAL. 2. %

TOP4010181=75C6005E (ADUAPISEZ. CrgptEncrgpt]
ESI=7SC6D0SE (ADVAPIZZ.CryptEncrypt) (current registers)

SZ|H8 »f 281R

FOOEASESA| |

Bo1orEac|| anonanlt
BB1ZFESC 20| LR( Jlergen 75t t
33%%,55?8 o msgf”géé’ﬁ“i‘ soioresel) oaoooaog
Gruvblruy: L] K T CEnC .
Bl e e
B 2FESD o8| Futlion U S O orescl| coacessl
DRI2FERC g8l RE ao12FE4d|| Bo618AFE|
£ 2FEEC L3 8 o=alf| | on15reas| | oasFETas|t
BalgEECD 3 55| el e » 001 2FE4C|| Danoazas|t
QacEEN o+ 5% *83,| | eeizrese|| senaceia| |
: g o1 2FESe| | Gananze
01 2FEFC 991R&s B¢ %%a oo12rEss| | S215E98A|
galzerat o 901 2FESC| | 4Azas21c|y
: Gk
99.125539 -3¢ gg - 8 VMU%FFGR ?RRHCRRE.‘-
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Spora ransomware

 The AES key which was generated is used to encrypt RSA private key, as
well as data about infection and the victim’s machine, like date, username,
country code malware id and statistics about the encrypted files:

pA405195|] « 50 PUSH Enx
99405136|| + 8945 6C HOU PR
03465199(] «  8D45 6C
oadas1ac|| + 5o
B34a5190(| «  FF75 7C
004a51A|| «
oa4asinl(] - 53
004051A2|] «
0405103 |« FF75 68
RIS

aadusing|| «  gsce TEST EAX, EAX
AB4a51AA|| +~ BFS4 AFGBGEAI JZ 0048525F
A34A516a(| «  SB4S 70 M R
ba4ncies]] - 8B4D 6C
ESI=7SCA00SE (ROVAPI3Z. CryptEncryp

ADVRPT32. CryptEncrynt

nddrgsgm 1 'QSCII _‘ 001 2FE24 NS R
B0615AFG|2 20 20 20| 20 42 45 47|49 4E 28 52|53 41 20 50| 8-—-BEGIN RoA P gg{g;ggg gggggggs
60613808/ 52 49 56 41 54 45 20 48|45 53 20 20 20 20 20 BD|RIVATE KEY-——-—-y| | BDLEFECC)| BORBO00D
866188131 0A 42 77 4941 41 41 43 66 41 41 4253 55 39 45| EEwInRRCkARBSUOE| (OOt ERERA PR e ey
BB618825( 79 41 41 5141 41 41 45|41 41 51 42 52 41 66 33| yAADARRERRQBRAFS|  [BAIEEESAHABIBARRISERS
80613838 4R 47 39 6F 47 7R 76 77|dF €9 43 71(7A 4C 78 72| JaoGeuwDilaelur| | BOIaEESE | BRLEFEDSI T
66619848( 67 63 71 38130 53 6B 61|4C 44 39 46 46 6F 54 3| ahadaSkaLDOFFn ol | BMSFESC)( B00BDSLE) e |
B8619858( 59 00 B 28| 46 6C 63 53|26 54 6B 35 4D 65 48 51| VG LoveTksteal | Bo1orEal| Bae12109) 2a | UHICE
60613868/ 69 £C 4F 54\ 6F 37 dC 30|47 39 54 3157 43 41 67| i10To7LAGATINCAa| — | Ba1arEqd| | POSLEERE) fea | HECIT
80613678 €0 41 64 6B 55 €2 4A 26|54 2B €A 44|65 74 4D 47| nAckUbJ+THierh| | BOTEFESE) | BASFECAS Hi | UNICO
6061888 56 2F 73 E\52 31 30 73 32 33 €D 40 73 68 4F 3| U/snRidsoaniskon | POREEEAC)| IIECLPER) S
80613898 71 54 67 0D\ 0A 64 37 79|53 39 58 49/33 4C 4F 41|qTo/Bd7ySaKISL0R| [ BAIEEERM)| DAFSSEED) ot
DOE1SEAB| 4E 7R 6F 78|45 37 4B GAIGB 62 67 42|37 66 57 78| NeopE7KikbaB7Fl Attt S
60613888 63 31 69 76 €2 52 4D 75| 75 €8 45 31/37 4A 64 €3 ol vbRiuuhElpudi| | BEIEFEDE) | FESBETFC &/ [y
80613803 30 73 2F 48|30 42 43 73|39 39 45 GF|4B 74 75 56| G/KoBHsOBECKkruY| | BOIEFESE|| CLASERIL) bul
6612808143 7R 38 65 41 00 GA €F (6B 51 51 30 52 €5 35 48) CagermokoeRssH| [ BRIEEER | AEBEEDEEI (110
BB613BES| 6F 45 43 79153 76 6B 60|43 31 53 67|5A 4B 64 67| GECySuknC1Pokdal | BA1SEEEH) | DADZIACE) lews
B0613BF8) 2F 33 61 58134 7R 76 28|76 73 45 37|4A 7A 43 IF|/BaRdaurusErizco| | BDIFECE|| SEFEDGEZ n)?
BOE1ECEHE| 77 73 6A 72| CA 36 ©3 43 2F dF €A 74|67 ZF 72 4F|wsir6SC/05tasr0 o] fe R R o
BAG18C13| 76 66 2F 44|74 47 4R 0D, AR 33 4F 42|37 42 2B 60| vf/DEGUIEI0ETE+n| | 9B1EFETDI| 8376 vé

ARELOMAOI DA 7@ &€& €21 90 £C 20 CNIEE 29 20 £CIED 2 71 7C| AL ACROmARDADE Al @gldFE(4 DH?ae?FS J?‘-r

* The encrypted content is stored in the ransom note, which will be
uploaded to the attacker’s website in order to make the payment

5 00 00 ¢
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Spora ransomware

* For every file a new AES key is generated, it is encrypted using the generated RSA
public key and stored at the end of every encrypted file:

JEEEEREEN | - FF1S 1C10400) GHEE DWORD PTR DS CCEADVAPISZICEOntEEnKey>l 0 R
Bo495A93|| » 85CH TEST EAX, EAX DB e lae
opacercn| | - BFS4 SEoeppel J2 op4SESE st
ggjyfﬁggg@ . 2845 78 EFL 08080206

H4BSHHI| ] - 3 wotyu @
oa4asana|| - 8045 DB E LS
2a4a5AR7(| - 50 ST2 empty B.E
oo4asAns|| - 57 ST3 empty 0.
padasARs(| - 6A es ST4 empty 0.6
Ba4aSARE|| « 57 STS empty @€
@E‘ggggg% : gs;g gg STE empty @6
Ba435! . Iy i > empty O.C
padnsaez| |« FFIS 6018460 SlTASNER B
BEa4ashes| |« 85CH TEST ERX,ERX FST 8888 Cor
aadesase|| - 74779 gﬁSﬁHORT AR4A5E3S Fou Bo5F P

sasaec | - iU ny

AIGIS . 1 ARG q
po4psaci|| - 8045 D8 LEA EAX, CLOCALYES] x| g Saanaos
ToBI016TC I=7ECaontT (FOVAP 32 Cryptaenkey) | AHMZ 0670606F

WMM3 PBE5EBTS
W4 BO6ID06E
WMHS BE72087E
= KIiHe_@06C087¢

Tl [T T i - i B W i ggCII 11;311FE;-2:5: reaclazzs (Ba
DO4EE0DO[BE 0O DD 00|00 6D 0O 00| B8 0D 60 0O B0 06 D1 08| N ﬂ B etk ees 983?33& i
AR B b B B R SR B B s R 5 S [_J 0012FE34|| 0812FED4| Ens

* Like before, 0x610228 is a handle to a CSP, 0x6610 represents Alg_ID:
CALG_AES 256

 Aransom note is created in every directory and needs to be uploaded to the
website which is given; it is in russian language (it is important to mention, the
malware checks if the language identifier is 0x419 (ru), if it is, the samples exits)
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Spora ransomware

Let’s summarize the encryption process:

The malware has a hardcoded AES256 key, let’s call it keyl, it is used to decrypt
another key.

A RSA2048 key is decrypted, let’s call it key?2.

A new pair of RSA1024 keys is generated, let’s call them key3P(public) and
key3p(private).

An unique AES256 key is generated, let’s call it key4. It is used to encrypt key3p, it is
encrypted with key2 and stored in the ransom note.

For every file a new AES256 key is generated, let’s call it key5 (the file is encrypted
using key5). key5 is finally encrypted with key3P and stored at the end of every file.

Decryption process:

The victim uploads the ransom note to the website, so the attacker is able to decrypt
key4 using his private RSA key.

The key4 is used to decrypt key3p (RSA private key)
The key3p is used to decrypt every key5 which was generated for every file.
The key5 is used to decrypt each file individually.
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Spora ransomware

 There are some extensions which are attacked by the malware and
some folders which are excluded because the system must remain
functional to make the payment

xls | .doc | xlsx | .doex | .rtf | .odt pdf ppt | .pptx
psd | . dwg | .edr | .ed | .mdb | .led .dbf sqlite | .acedb
Jpg | gpeg | .tiff | zip | rar | .7z | .backup | .sql bak

windows | program files | program files (x86) | games

* No decryptor available so far, the encryption process seems to be
consistent. It is probably the most complex encryption process for a
ransomware so far
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DMA Locker 3.0 ransomware

It encrypts files offline like Spora or Cerber (it
doesn’t communicate with a C&C)

RSA 1024 + AES 256 encryption using Windows
APIs (CryptimportKey, CryptGenRandom,
CryptEncrypt)

Like Spora, the sample has a hardcoded RSA key
which is used to encrypt AES 256 keys that are
generated for each individual file

It uses VSSadmin to delete shadow copies, logical
disks and network shares are attacked
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S DMA Locker 3.0 ransomware

DMA Locker doesn’t attack files that have the following extensions, as well as some folders
are excluded from the encryption process

883C2887 mov
883C288E mov
883C2895 mov
883C289C mov
883C28A3 mov
883C28AA mov
883C28B1 movu
883C28B8 movu
083C28BF mov
883C28C6 mov
883C28CD xor
883C28CF nop

803C2907 mov
B803C2906E mov
8683C2915 mou
803C291C mov
803C2923 mov
803Cc292A mov
803C2931 movu
803C2938 mov
B803C293F mov
803C2946 mov
803C294D mov
803C2954 movu

[ebp+var_2C], offset aWindows ; “\\Windows\\""

[ebp+uar 28], offset aWindows_8 ; “"\\WINDOWS\\™

[ebp+var_ 247, offset aProgramFiles : " \Program Files\\"
[ebp+var_28], offset aProgramfFilesX8 ; ""\\Program Files (x86)\\"
[ebp+uar_ 1C], offset aGames ; ""GCames’™

[ebp+var_18], offset aTemp ; "\\Temp™

[ebp+uar_14], offset aSamplePictures ; ""\\Sample Pictures”
[ebp+uar_ 18], offset aSampleMusic : “"\\Sample HMusic™

[ebp+var_C], offset aCache : ""\\cache”
[ebp+uar_ 8], offset aCache_0 ; ""\\Cache™
esi, esi

[ebp*uar_30], offset a_exe ; "".exe”
[ebpruar_ 2C], offset a_msi ; “".msi*
[ebptuar_ 28], offset a _dll ; " _.dil1*
[ebp+uvar_24], offset a_pif : " _pif"”
[ebpsvar_208], offset a_scr : "".scr'’
[ebp+var_1C], offset a_sys ; "".sys’
[ebp+uar_ 18], offset a_msp ; "“.msp™
[ebp+uar_ 147, offset a_com ; ""_com”
[ebp+uar_ 18], offset a_1nk : ""_1Ink"
[ebpsuar_C], offset a_hta ; "".hta”

[ebp*uar_8], offset a_cpl ; “.cpl™”

[ebprvar 4], offset a msc ; ““".msc™

The encrypted file has the following structure: “!Encrypt!##” + (Encrypted AES key with RSA
hardcoded key) + (Encrypted original content using AES key)

A method of prevention: the presence of start.txt and cryptinfo.txt in ProgramData
directory, the malware checks for them and doesn’t encrypt the files (the malware
drops the files when the encryption finishes, so it doesn’t encrypt the files again)

No decryptor available for this version, there are some decryptors for some older
versions of DMA Locker (the encryption process is different there)
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S WannaCry ransomware

* Over 230.000 computers in over 150 countries were infected
* Two components: Worm + Ransomware

 The worm is looking for vulnerable SMB (Server Message
Block) ports, it uses EternalBlue exploit to get on the network
and DoublePulsar exploit to establish persistence and install
WannaCry

* It can propagate to other vulnerable machines in the same
network

 The Windows vulnerability wasn’t a 0-day exploit, because
Microsoft released a security patch in March 2017

* Itis possible that North Korean group Lazarus to be behind
the attack, because of some similarities between the
WannaCry’s code and a backdoor’s code by Lazarus
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WannaCry ransomware

Initially, the malware is trying to connect to
www.iugerfsodp9ifjaposdfihgosurijfaewrwergwea.com, if it succeeds, the
malware exits.

RSA 2048 + AES 128 with null initialization vector is used

The ransomware appends .wncry extension to every encrypted file and attacks
the following extensions

.der, .pfx, .key, .crt, .csr, .pl2, .pem, .odt, .ott, .sxw, .stw, .uot, .3ds, .max, .3dm,
.ods, .ots, .sxc, .stc, .dif, .slk, .wb2, .odp, .otp, .sxd, .std, .uop, .odg, .otg, .sxm,
.mml, .lay, .layé, .asc, .sqlite3, .sqglitedb, .sql, .accdb, .mdb, .db, .dbf, .odb, .frm, .myd,
.myi, .ibd, .mdf, .1df, .sln, .suo, .cs, .c, .cpp, .pas, .h, .asm, .js, .cmd, .bat, .psl,
.vbs, .vb, .pl, .dip, .dch, .sch, .brd, .jsp, .php, .asp, .rb, .java, .jar, .class, .sh, .mp3,
.wav, .swf, .fla, .wmv, .mpg, .vob, .mpeg, .asf, .avi, .mov, .mp4, .3gp, .mkv, .3g2, .flv,
.wma, .mid, .m3u, .m4u, .djvu, .svg, .ai, .psd, .nef, .tiff, .tif, .cgm, .raw, .gif, .png,
.bmp, .ved, .iso, .backup, .zip, .rar, .7z, .9z, .tgz, .tar, .bak, .tbk, .bz2, .PAQ, .ARC,
.aes, .gpg, .vmx, .vmdk, .vdi, .sldm, .sldx, .sti, .sxi, .602, .hwp, .edb, .potm, .potx,
.ppam, .ppsx, .ppsm, .pps, .pot, .pptm, .xltm, .x1ltx, .xlc, .xlm, .x1lt, .xlw, .x1lsb, .xlsm,
.dotx, .dotm, .dot, .docm, .docb, .jpg, .jpeg, .snt, .onetoc2, .dwg, .pdf, .wkl, .wks, .123,
.rtf, .csv, .txt, .vsdx, .vsd, .eml, .msg, .ost, .pst, .pptx, .ppt, .x1lsx, .xls, .docx, .doc

There are some decryptors for WannaCry, but work only for Windows XP and
Windows 7. The RSA key is somehow recovered from the memory, because
CryptReleaseContext doesn’t clean memory
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http://www.iuqerfsodp9ifjaposdfjhgosurijfaewrwergwea.com/

S Conclusions

Strategies to avoid loss of data:

Backup and validate those backups regularly
Update and patch the software

The macros in Microsoft Word, Excel, etc. must be
disabled

Rename vssadmin.exe ( the ransomware can’t use it
to delete shadow copies)

Best antivirus protection or use www.virustotal.com
to scan with multiple antiviruses a suspected file

Be informed about security events, especially
malware ones
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http://www.virustotal.com/

Questions?




