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Abstract— Multiplication in GF(2") is very commonly used in of multipliers are flexibility and speed. From the information
the fields of cryptography and error correcting codes. Automating about the field size and possibly the irreducible polynomial,
?ned ddees\l/%rllogr?gr?tss{ir?er Tfei‘zr?xg'rgl'?;fpfeor:l‘le‘jntgfouncse tII:]etfc]:iC;St the multiplier is generated with minimal user intervention. This
project, we present a general design for these multipliers and approa_ch S|gn|f|(_:antly reQUces the_ (,:OSt of getting a Worklng
a Strategy to generate them automat|ca||y given the precision and eﬁ|C|ent deSIgn Solutlon. We |n|t|a"y present an overview
of the operands and the irreducible polynomial which defines of multiplication in GF(2™) and show the general design
the field. In particular, the generation and use of tree structures approach to be used in this work. A brief description of
based or(; a."r’]re"'r?”s'é pln_ropc'):s:e% rec‘l”.s'l‘.’e V'I"D.L tﬁCh”'qL:]e S recursive VHDL is also shown. Some experimental results are
compared with other Galios Field multipliers. It is shown that . ) -
the final result of this automatic design tool is very competitive _presgnted and ComPare_d against pl_‘b"sh?d results. We initially
with some specialized designs presented in the literature, with imagined that the circuit would be inefficient, but the results
the advantage that it can be adjusted to any type of trinomial show that the synthesized design is very competitive with
or pentanomial in the IEEE standard. optimized multiplier designs. These results are shown in later

Index Terms—recursive VHDL, GF(2™) multiplication, auto- sections.
matic generation, cryptography, reconfigurable.

[I. POLYNOMIAL BASIS MULTIPLICATION IN GF'(2")

I. INTRODUCTION For our design we chose to use the standard or polynomial

ULTIPLICATION in binary extension fields, or Galois @SS t0 represents elements Gh¥'(2"). When using poly-

FieldsGF(2"), is a very important operation in severafomial b_a5|s, each element of the flelld is represeznted by a
numerical algorithms used in cryptographic applications alpd)l);nomml of the forma(z) = an—12""" + apoz™"... +
error-correcting codes [1]. The field is defined based on 4&% T @1 + ao whose coefficients are always 1 or 0. To
irreducible polynomialp(z) and as a result, the multipliersCréate a proper field an irreducible polynomigk) of degree
have a structure that depends on this polynomial [2]. Pol _mqst be chosen to define that field. All operat'lons within
nomials with fewer coefficients have less complexity, and€ field are then performed modulo the polynomiet).
for this reason the most common irreducible polynomials areAddition and subtraction, when using polynomial basis, is a
trinomials and pentanomials (3 and 5 coefficients respectivelyjmPIe XOR of the corresponding coefficients. Multiplication
The IEEE standard shows a huge list of such polynomia‘?é‘ the other hand is a very compllcated_ procedure requiring
[3]. Most of the work presented in the literature estimatd8€ result to be reduced by(z) as shown in (1).
the complexity of multipliers inGF(2™) [4], [5], [6], [7] c(z) = a(z)b(z) mod p(z) 1)
and usually proposes design alternatives to optimize them. ‘
However, the actual design process, even with these desigr his reduction can be performed by subtractjrig)=" for
guidelines, is always a complex and tedious task. In th@&ch coefficient whose degree is greater than- 1. If we
work we present an HDL (hardware description languagg#iew the multiplication as shown in (2) then it is possible to
description for multipliers inGF(2") that use polynomial reduce each partial product seperately as shown in (3).
basis. This description allows the generation of multipliers for n—1
any field size (within the limits of the synthesis tool) and (@(@)bna 2™ - + a(@)aby + a(w)by) mod p(z) (2)

for any trinomial or pentanomial. However, the basic concept n-l ;
is general and could be used for any type of irreducible c(x) = a(z)biz’ mod p(x) 3)
polynomial. As in other multipliers, the fast addition of i=0

partial products is the most important factor in determining In fact, the reduction can be further simplified by using each
performance. The use of tree structures is the fastest wayréduced partial product as the base for the next partial product.
perform this task. However, a parameterizable description WWe can produce any partial produgfr); as

tree structures using VHDL can only be obtained when using

recursive calls. The use of recursive VHDL is briefly explained 2(2); = 2(2)i-12 + p(2) 201 )

in Section IV. The benefits of using an automatic generat@gherez,_, is the MSB of z(x);_; and z(z)y = a(x). Each

. . o z(x); is then ANDed withb, to select the actual partial prod-
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—A—ee e« —A—a() all the effective partial products is accomplished by means of

trees. Describing these trees using non-recursive constructs can

MUX

\
\
. \ be very difficult. By using recursive VHDL [8], we found a
[~ PO% compact and regular way to describe these trees. The following

Y Y an XOR tree.
\ shift \ shift |

1 U Left 1 Left
\ \ \ \
| "o " | 000 IV. RECURSIVEVHDL DESCRIPTION OFTREES

n. n.
\ [ | eoe | | j Several efficient hardware circuits are constructed using
‘ 0 1 ‘ 0 1
\ \

I

1
Partial
Product

| Parti al |
[Generator T _ |

Product
| Gener at or

code is the architecture body of the entity called treel:

BEGIN // beginning of architecture body
c()+—r- Recursive XOR Trees degenerated _tree: IF  d =0 GENERATE
output <= input(0);
Fig. 1. Block Diagram of re_cursivg implementation. Note that the result of END GENERATE degenerated,tree;
each partial product module is fed into the next. single _gate: IF d—=1 GENERATE
Xor _gate _root: xor _n
GENERIC MAP(n=> n)
PORT MAP(a=> input, z => output);
END GENERATE single_gate;
compound _tree: IF d >1 GENERATE
the _gate: xor _n GENERIC MAR => n)
PORT MAP(a=> xor _input,
z => output);
subtree _array: FOR ¢ IN 0 TOn -1
GENERATE
the _subtree: treel
GENERIC MAP(d=> d-1, n => n)

PORT MAP(input => input(i *n* (d-1)
1. M ULTIPLIER DESIGN APPROACH to (i+1) *n+ (d-1)-1),

It is also possible to view the polynomial basis mul-
tiplication as the multiplication of a binary matrix and a
binary vector as presented in [2]. Each column of the binary
matrix contain one partial produetx)x*. The binary vector
contains the coefficients df(x). It is then possible to create
a reduction matrix) based orp(z). It has been shown that
the logic required to add in the reduction mattix can be
greatly simplified for most polynomials [4], [5], [6]. For all
polynomials presented in [3] th@ matrix will be very sparse.
This leads to a faster and smaller implementation.

The multiplier we present in this paper is a Galois Field output => xor _input(i));
multiplier that operates on field elements defined using poly- END GENERATE subtree.array;
nomial basis. The irreducible polynomialz) can be pre- END GENERATE compounttee;
specified for each desired multiplier design or one will beEND; // end of architecture body
automatically chosen from [3] based on the operand size.

Rather than describing the matrix presented in [2] our HDg

describes a structure with two main parts. The first is th X orent instantiations are made. Whenw 0 the tree is a

h rtial pr neration nd th n mbi . .
the partial product generation stage and the second comb sﬁsgle wire (degenerated tree). Whénr= 1 the level consists

the result!ng partial products. The cqmblnatlon of the partlg a single XOR gate (the base of the tree). Whenhe 1.
products is performed by the recursive XOR trees descrlbgge XOR gate is used, and each gate input is connected
n Se'ct'|on IV . e to one new tree. That is when the same component treel
Inghwdual p_artlal products are computed by Ie_ﬁ-shﬁtmg th|e invoked again. This VHDL code is extremely simple and
previous pa_rtlal product by one bit gnd_c_heckmg the mosfféxible enough to generate trees of different sizes. It allows
significant bit (MSB) of the result. If this bit is equal to 0, ther}I e control of the fan-in of the XOR agate and the number
the current partial product has not exceeded the degree of 9
field. If it is equal to 1, then it has exceeded the degree of field

e[ree levels. Once a tree is used to assimilate several bits
and must be reduced Ip(z). The reduction is accomplished.

rom the partial products, there will most frequently be unused
by a bitwise XOR of the shifted partial product angk). This inputs. It is expected that the synthesis tool will prune unused
way, the partial product computed in any iteration can alwa

)Ié%qic from the tree generated from the recursive description.
be represented in anbit vector. The computed partial product

here xorn is an n-input XOR gate component. The variable
corresponds to the tree level, and depending on the level

Iven the sparse nature of the large penta- or trinomial, the

Ségthesis tool is able to remove a large number of XOR gates

is passed on to the next iteration and this process contin ! ) .
. . at have all the inputs as zero, or only one variable with all
until all partial products have been generated. L
mae remaining inputs as zeros.

As shown in Figure 1, each dotted block represents o
iteration step. In each block, the current partial product is left-
shifted and its MSB is used to determine whether the partial V. INITIAL SYNTHESIS RESULTS
product will be reduced by(x). The resulting partial product To determine the characteristics of the proposed multiplier
is then used in the next iteration step. Then, effective partiddsign, it was synthesized using several different operand
products are selected by AND operations of the partial produgites. For each run, one of the irreducible polynomials sup-
at block: with ¢(x),. To obtain the result, a bitwise-XOR ofplied in [3] were used. These polynomials included both



trinomials and pentanomials. The synthesis was performiedlicate that there is more which can be done to optimize
using the Leonardo and the HEP ADK with its AMI-05 CMOShe area of the auto-generated multiplier. It is in the delay
libraries. performance that the auto-generated design begins to show a
As explained before, we expected to have the synthesis toeal benefit. Figure 2 compares the delay characteristics of the
prune unused XOR gates from the tree. However, we did netcursive design with those of the other multipliers. As can
expect that the synthesis tool would break the connectiobs seen in the chart, the auto-generated design is able to out
between partial product generators and make the final bpierform the Karatsuba multiplier at higher operand sizes.
slices largely independent. In doing this, the synthesis tool Table I
undoubtedly improved the delay of the final circuit. Karatsuba-Of a e7 ASIC Estimat
Table | contains results from synthesis runs at 4, 8, 16, aratsuba-Ofman(7] stimates
32, 64, and 128 bits. We had attempted to synthesize larger = gj,¢ XOR gates AND gates Delay

versions but the system requ_irements exc_eeded the av_ailable A-bit 9 16 Tat 2Ty
resources. Ideally, we would like to determine the behavior of 8-bit 55 48 Ty + 6T
. . . A X
the recursive design at 512 and 1024 bits. 16-bit 225 144 Ta+ 10Ty
Table | 32-bit 799 432 T+ 14T
Auto-Generation ASIC Results 64-bit 2,649 1,296 T4 + 18T
128-bit 8,455 3,888 T4+ 22T
Size XOR gates AND gates Delay
4-bit 15 16 Ty + 3Tx Table Il
8-bit 79 64 Ta+TTx , S .
16-bit 087 256 T+ 7Ty Mastrovito Multiplier[2] ASIC Estimates
32'b!t 1,083 1,024 Ta +9Tx Size XOR gates AND gates Delay
64-b|t_ 4,221 4,096 T4+ 10Tx A-bit[4] 15 16 T+ 3Ty
128-bit 16,638 16,384 T4+ 10Tx 8-bit[6] 72 64 T+ 6Ty
16-bit[6] 285 256 Th+TTx
The memory requirement to synthesize designs with a large 32-bit[6] 1,085 1,024 Ty +9Tx
number of bits is significantly high. This is due largely to  64-bit[6] 4,160 4,096 Ty +9Tx
the number of instances need for such a large bit-parallel 128-bit[6] 16,637 16,384 T4 + 10T

multiplier. The amount of memory available to the synthesis
tool will almost certainly define the largest multiplier which Even when compared to the ideal Mastrovito multiplier
can be created using auto-generation. _ . the auto-generated multiplier remains very competitive. The
As can be seen, the area of the recursive design is q Léap between the two never exceeds dhe (XOR delay)
large. lec:]n the large numb(re]r of XOR gljates needed {0 oy operand size. In both cases where the auto-generated
_constru_ct_t € recursive trees, the area results are_not Surp_r‘ﬁ%ﬂtiplier lags behind the ideal Mastrovito multipliep(z)
ing. It is interesting to note the delay characteristics of th| of the form z™ + 2* + 2° + = + 1. For this type of
design. G|veg tEe d(ra]3|gn of tlr:jebpartwlxl pro?.uct generationdt \ianomial, the synthesis tool seems unable to completely
was expected that there would be a large linear COmponeiilyini;e partial product generation. This may in fact be due
with a logarithmic compongnt contnputgd by the X_OR €35 the limitation of auto-generation or it may be simply a
Howeve_r, when the s_yntheSIS tool optimized the part_lal_ prOdL\%akness in the synthesis tool. More detailed analysis of the
generation module, it changed the delay characteristics of %‘%ulting networks will need to be performed before results

proposed multiplier structure. like [6] can be obtained for these polynomials.
V1. COMPARISON TOOTHER MULTIPLIERS VII. FPGA IMPLEMENTATION
For comparison, other parallel implementationsGaf (2™) Automatic generation of multipliers iIlGF(2") is par-

multipliers are introduced. The first is based on a modifigttularly interesting for FPGAs, given the large number of
version of the Karatsuba algorithm for polynomial multiplicapolynomials that are available in the standard. For more
tion. The second is a form of Mastrovito multiplier. For moreecurity, several designs could be generated and replaced
details on these designs see [7,8]. The multipliers are simiggriodically. The flexibility of the FPGA, combined with the
to the one presented in this work in the sense that their delayto-generation capabilities, would allow for rapid changes
grows logarithmically as: increases. It should be noted thatnd make periodic design changes quick and cost effective.
the delays for the multipliers from [7,8] are purely theoretical Given the resources available within an FPGA, pipelining
and the delay and area characteristics are based solely ontltieemultiplier becomes a very effective way to improve per-
algorithms. See Tables Il and Il for the estimated delay aridrmance without much of an impact on size. By pipelining
area values. the auto-generated multiplier, the performance hit, caused by
The data shows that the recursive design is generally abthg nature of FPGA implementations, could be significantly
twice as large as the Karatsuba multiplier. This is consistemtduced. This change will greatly improve the throughput of
for all the values of: we have synthesized. These results mahe auto-generated multiplier.
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Fig. 2. Our auto-generated multiplier out performs the Karatsuba multipli€ig. 4. Pipelined performance does not include cold start
for larger values of n and remains very close in performance to the ideal
Mastrovito multiplier.

- Table V
. o Non-Pipelined Multiplier FPGA Results
iPartiaI iu_p(x) iPartial : iPartiaI §<—p(x)
| Goner at or “—b(%h Generator b0 Gener ator = B(xb Size LUTs CLB Slices Delay (ns)
S S boeeopenens 1 4-bit 13 7 15.67
% % % 8-bit 84 42 15.81
16-bit 324 162 19.10
| 2 Levels of XOR Gates | 32-bit 1,365 683 21.99
%g e o o % % 64-bit 5,435 2,718 22.30
128-bit 21,760 10,880 24.95
XOR Gat es \
) +—fXe-] XOR Gates | - 5 Pipelined Recursive Multiplier FPGA Results
Fig. 3. Block diagram of pipelined FPGA implementation Size LUTs CLB Slices Dff CIK (I\/IHZ)
4-bit 21 14 28 193
The original recursive design was modified to include input 8_b|t. 86 a4 88 120
. . . 16-bit 358 184 368 113
and output registers as well as registers to hold each partial .
. . 32-bit 1,363 682 1,259 105
product. Flip-flops were also added to the recursive XOR trees. .
The flinf : ted bet ther level of th 64-bit 5,592 2,819 5,638 101
e flip-flops were inserted between every other level of the | 5o ... 19.101 T 18.110 100

tree structure as shown in 3. The recursive VHDL allowed
for easy integration of these flip-flops into the XOR trees. For
details see Section VIII. The results of the FPGA synthesis
for the pipelined implementation are shown in Table IV. Currently, the main limiting factor in performance of the

For the target of our FPGA synthesis we again usddpelined recursive design is the partial product generation
Leonardo. We chose Xilinix VIRTEX as our target familystage. To allow the synthesis tool to freely optimize partial
The specific device was varied depending on the space pgoduct generation, D-flip-flops cannot be inserted into this
quirements of the mu|tip|ier being generated_ stage prior to synthesis. The key to improving performance

To study the performance of the pipelined recursive multgt larger operand sizes will be to modify the partial product
plier, a non-pipelined version was also synthesized to the sa@feration to allow for automated pipelining without impairing
FPGAs. The synthesis results for this multiplier are shown the synthesis tool's ability to optimize this stage based on the
Tables V. polynomial.

As expected, the throughput of the auto-generated mul-
tiplier was greatly increased by pipelining. See Fig. 4 for VIII. PIPELINING THE RECURSIVEVHDL TREES
a comparison of throughput for the two designs. While the To make the multiplier more effective in an FPGA en-
latency of a single calculation would be less in the nomndronment, the design was pipelined to increase throughput
pipelined design, the ability of the pipelined multiplier toand clock speed. To pipeline the recursive tree structures,
complete a multiplication every clock cycles makes it fastexdditional generic parameters are passed between levels. The
when considering a large number of multiplications performegkeneric values indicate whether or not the output of that level
back to back. should be latched. One value sets the number of recursive

*Unoptimized, only an initial pass could be made.



levels in between latches. The second determines which levale created with mapped tol — 1.

will actually be latched. This inherit flexibility allows for the This implementation not only allows for control over the

pipelined recursive tree to be optimized for clock frequenayumber of pipeline stages within the tree, but also where those

and target device. stages are inserted. Changing the valud. gfassed to the top
The code for treel was modified in the following manor: level of the recursive tree will move the latches up or down

BEGIN // beginning of architecture body within the tree. This would allow the final result to be latched

compound _tree: IF d >1 GENERATE
IF L =0 THEN
the _gatel: xor _n GENERIC MAP(n=> n)
PORT MAP(a=> xor _input,

z => temp _out);

tree _ff. PROCESS(reset, clk, temp _out)
BEGIN
IF reset = 1 THEN
output <= 0’

ELSIF clkEVENT AND clk="1" THEN
output <= temp _out;
END IF;
END PROCESS treeff;
subtree _arrayl: FOR i IN 0 TO n-1
GENERATE
the _subtreel: treel
GENERIC MAP(d=> d-1, n => n,
L=>c¢c =>0)
PORT MAP

within the tree or allow the last level(s) to be used and then
latched externally of tree: can be adjusted to improve clock
frequency or overall latency depending on the implementation.
Larger values of will mean fewer pipeline stages with a lower
clock frequency. Smaller values would create more stages and
allow for a higher clock frequency.

IX. CONCLUSION

As the development environment continues to call for
shorter and shorter cycles, auto-generation will become more
and more critical to successful product development. More-
over, the ability to generate a dedicated solution only based
on general parameters is of great interest to a system that
has FPGAs. The results obtained with the synthesis of this
flexible VHDL description for both AMI-CMOS and FPGAs
are comparable to those created by traditional and optimized
design methods. The results show that automatic generation
of polynomial basis multiplier irGF'(2") is a quick, flexible
and efficient alternative to traditional design.

It was when attempting to pipeline the auto-generated mul-

tiplier, that the real advantage of the recursive VHDL became
apparent. The ability of recursion to more accurately model
tree structures makes it clearly superior to cruder descriptions.
ok => ck reset Z> reset); \(;Vhe? usedt e;f::‘ctlvelty, rfcurs[onVﬁiaDnL greatly improve the
END GENERATE subtree arrayl; evelopment of tree structures in :
ELSE The te.st. results we acquired in .terms. of delay versus area
the gate2: xor _n GENERIC MAP(n=> n) are promising, a_mq we hope that this (_jesng_n approach for auto-
_ : generating multipliers iz F'(2") can still be improved to lead
PORT MAP(a=> xor _input, - ) .
7 => output); to better optimized designs and also to generate new ideas for

subtree _array2: FOR i IN 0 TO n-1 other designs.
GENERATE
the _subtree2: treel

(input  => input(i
(i+1) *nw (d-1)-1),
output => xor _input(i),

«n# (d-1) TO
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