Objectives

* To introduce the string data type

* To demonstrate the use of string methods and
operators

 To introduce simple cryptographic algorithms
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encryption ciphertext | ; plaintext







oignal Tt was a dark and stormy night
Even T a akadsom 1 h

Odd tws adr n tryngt

Break up the plaintext into even and odd characters

twsadr n tryngt + I a akadsom ih

Combine the even and odd parts to make the ciphertext




Listing 3.2

def scramble2Encrypt(plainText):
evenChars = ""
oddChars =""
charCount =0
for ch in plainText:
if charCount % 2 ==0:
evenChars = evenChars + ch
else:
oddChars = oddChars + ch
charCount = charCount + 1
cipherText = oddChars + evenChars
return cipherText
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Listing 3.3

def scramble2Decrypt(cipherText):
halfLength = len(cipherText) // 2
oddChars = cipherText[:halfLength]
evenChars = cipherText[halfLength:]
plainText = ""

for i in range(halfLength):
plainText = plainText + evenChars]i]
plainText = plainText + oddChars]i]

if len(oddChars) < len(evenChars):
plainText = plainText + evenChars[-1]

return plainText
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Alphabet

Key

abcd

bpzhc

opgrstuv

imlutner




Listing 3.5

def substitutionEncrypt(plainText,key):
alphabet = "abcdefghijklmnopqgrstuvwxyz "
plainText = plainText.lower()
cipherText =""
for ch in plainText:
idx = alphabet.find(ch)
cipherText = cipherText + key[idx]

return cipherText
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Listing 3.7

def keyGen():
alphabet = "abcdefghijklmnopgrstuvwxyz"
key =""
foriin range(len(alphabet)):
ch = random.randint(0,25-i)
key = key + alphabet|[ch]
alphabet = removeChar(alphabet,ch)
return key

image © 1shos utterStock, Inc
Copyright © 2014 by Jones & Bartlett Learning, LLC an Ascend Learning Company

www.jblearning.com



Listing 3.8

def removeDupes(myString):
newStr =""
for ch in myString:
if ch not in newStr:
newStr = newStr + ch

return newStr
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Listing 3.9

def removeMatches(myString,removeString):
newStr =""
for ch in myString:
if ch not in removeString:
newStr = newStr + ch

return newStr
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Listing 3.10

def genKeyFromPass(password):
key = 'abcdefghijklmnopqgrstuvwxyz'
password = removeDupes(password)
lastChar = password[-1]
lastldx = key.find(lastChar)
afterString = removeMatches(key[lastldx+1:],password)
beforeString = removeMatches(key|:lastldx],password)
key = password + afterString + beforeString
return key
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Listing 3.11

def vignerelndex(keyLetter,plainTextLetter):
keylndex = letterTolndex(keyLetter)
ptindex = letterTolndex(plainTextLetter)
newldx = (ptindex + keylndex) % 26
return indexTolLetter(newldx)
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