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Abstract— It is estimated that production-ready quantum
computers will become a reality within the next 15 to 20
years.[1] If such devices are realized in the near future then
many of the currently established public key encryption al-
gorithms (specifically RSA, Diffie-Hellman, Elliptic Curve
Diffie-Hellman, and Elliptic Curve DSA) will become inse-
cure and will need to be replaced. It is prudent for us to
begin considering such a scenario and to look into possible
replacements.

In this paper we review the post-quantum Key exchange
scheme known as Supersingular Isogeny Diffie Hellman
(SIDH). This type of key exchange provides forward secrecy
and any attack by a quantum system still takes exponen-
tial time.[6] Additionally, like the established Elliptic Curve
Diffie-Hellman system, SIDH provides similar key sizes and
computationally efficient implementations when compared
to established schemes.

Along the way we will mention some necessary mathemat-
ical constructs that will supplement our basic understanding
of Elliptic Curves. Supersingular elliptic curves and isoge-
nies between such curves will be explored. We will show how
such constructs allows us to thwart analysis by a quantum
system.[5] Finally, we will mention why such a key exchange
scheme is superior to other post-quantum systems such as
the McEliece system or NTRU.

I. INTRODUCTION

In a post-quantum cryptographic landscape many ap-
proaches will be insufficient. The widely used RSA system
will be obsolete. Any mechanism reliant upon the Discrete
Logarithm Problem will be vulnerable. As shown in [2]
the Elliptic curve variant of the Discrete Logarithm prob-
lem is not immune to quantum analyis. A fundamentally
different hard problem will be needed that maintains the
need for an exponential time attack, even with a quantum
computer. One such system involves Supersingular ellip-
tic curves and isogenies between these curves. Using this
scheme has many benefits. Firstly, it relies on many of the
same primitives used in common ECC implementations, so
existing systems can more easily be upgraded. Secondly, it
is not subject to any known patents and thus remains free
and open to the research community. What follows is an
overview of necessary mathematical concepts and how they
build on top of our basic understanding of elliptic curves.
We will then get to the actual key exchange algorithm and
discuss possible attacks on this system. We will conclude
by briefly comparing it to other non-ECC, post-quantum
cryptographic schemes.

II. MATHEMATICAL BACKGROUND

Note: Some of the finer details are omitted for simplicity
but can be found in [7].
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A Supersingular Elliptic Curve

We consider the Elliptic Curve E described by the equa-
tion y? 4+ cy = 2 + ax + b and defined over F,. Let p be
the characteristic of F, . An elliptic curve E defined over
F, is supersingular if p divides ¢, where ¢ is the trace. If p
does not divide ¢, then E is non-supersingular.[3]

An elliptic curve E//F, over a finite field of characteristic
p is said to be supersingular if E[p] = 0 (0 represents the
point at infinity). In this case E[p"] = 0 for all n. Oth-
erwise, E[p"] = p™ for all n, and FE is said to be ordinary.[5]

The motiviation for supersingular elliptic curves over or-
dinary elliptic curves is three fold[7].

1. Ordinary curves allow for a subexpontial quantum attack.

2. Ordinary curves are slow when used in such an
isogeny-based context.

3. Isogenies over supersingular curves have already found
success in the field of hash functions.

Isogenies

An isogeny is a non trivial, rational algebraic map ¢ :
E1—E5 between two elliptic curves such that ¢(P + Q) =
d(P) + ¢(Q) for all geometric points P, @ in Fy. This map
is also a group homomorphism because the group opera-
tion (addition/multiplication) is preserved and maps back
to the same group of points. The two elliptic curves that
form such an isogeny must have the same number of points.
There exists a polynomical time algorithm to count these
points and therefore constructing an isogeny should take
polynomial time on a classical computer.[5]

To identify an isomorphism between curves we use what
is called the j-invariant. If two curves possess the same j-
invariant, they should be isomorphic. For an elliptic curve
given by the equation: y? = z3 + ax + b the j-invariant is
given by:

J(E) = 1728 % 4a3/(4a® + 27b%)
Basic Examples

If E is an elliptic curve, the multiplication by [m] is an
isogeny. If E : 4% + cy = 23 + az + b is an elliptic curve de-
fined over a finite field F;, of characteristic p, the Frobenius
E—E(p), (z,y)P—(aP,yP) is an isogeny.

Anisogeny f : E1— Es transports the DLP problem from
F4 to E5. This can be used to attack the Discrete Loga-
rithm Problem on Fj if there is a weak curve on its isogeny
class (and an efficient way to compute an isogeny to it).



If F4 and E5 are two elliptic curves given by Weierstrass
equations, a morphism of curve f : E1—Fs is of the form
fz,y) = (Ri(x,y), Ra(z,y)) where Ry and R are rational
functions, whose degree in y is less than 2 (using the equa-
tion of the curve Fy ). If f is an isogeny, f(—P) = —f(P).
If char(k) > 3 we can assume that F; and E3 are given
by reduced Weierstrass forms, this mean that R; depends
only on z, and Ry is y time a rational function depending
only on x.

The set of isogenies of a supersingular elliptic curve,
together with the composition operation form a non-
abelian group and the added security of SIDH over non-
supersingular isogeny approaches is dependent upon the
resultant non-abelian structure. But the first layer of dif-
ficulty in attacking SIDH does rely upon the following
abelian problem.

The Hidden Shift Problem

Like any cryptographic scheme SIDH relies on a funda-
mentally ”hard” problem. In this case the hard problem
is the Abelian Hidden Shift Problem[7]. This problem is
stated as follows:

-Let A be a finite abelian group.

-Let S be a finite set.

-Let f: A—S and g: A—S be two injective functions.
-A b exists in A such that, for all x in A. f(z) = g(zb)
-The value that an attacker desires is b (the shift).

This can be easily re-formulated for elliptic curves.
Omitting some extra mathematical details we can say the
following:

-We have two isogenous curves F and E’.

-We say that fo(a) = ax E and fi(a) = ax E'.

-Then bx E = F'.

-And fi(a) =axE' =axbx E = fy(ab).

-Solving the hidden shift problem on fj, fi should yield b.

This relies on computing the group action for elliptic
curves and the time and space complexity of finding this is
exp((InN)/?).

Velus formula

Velus formula plays a key role in the construction of iso-
genies in SIDH. For simplicity, assume the characteristic of
K is not equal to 2 or 3. Let E : y?> 4+ cy = 2> + ax + b be
an elliptic curve in short Weierstrass form, with [ odd. Let
F be a subgroup of E of order I. In [36], Velu showed how
to explicitly find the rational function form of a normalized
isogeny @ : E—F with kernel F'. The formula is presented
here. With F/ = F — {00}, P = (zp,yp) € F’, and sums
taken over Q € F'.

Q(P) =zp+ 3 (Pt —2Q)yr + 2 (YP+qQ) — YQ)

III. SUPERSINGULAR ISOGENY DIFFIE HELLMAN
METHOD

Description of the algorithm

The basic setup for SIDH is as follows (all parameters
here are public and agreed upon by both participants):

1. A prime of the form p := (w%*) * (wif) * f £ 1.
(w’s are small primes, e’s are unrestricted exponents)
2. A supersingular elliptic curve E over F..

3. Fixed elliptic points P4, Q 4, Pg,Qp on E.

4. The order of P4 and Q4 is (w4)®A.

The order of Pg and Qp is (wp)®B.

Using the common elliptic curve E above, the parties A and
B each create an isogeny based off of this curve. A random
point is chosen in what will be the kernel of their isogeny.
The two points chosen by each party (their P and Q) will
span this kernel. By using two points, this guarantees that
the two parties will not create two isogenies that commute.
Each party produces a random point in ther kernel of their
isogeny that is a random linear combination of their two
points P and Q. These random points are R4 and Rp in
the steps below.

Key Exchange [10]

Public: prime number p, supersingular elliptic curve
E/F, fixed elliptic points P4, Qa, Pp,@p on E

Alice: R4 = maPa+naQa

oa: FE— E/<RA> Send E/<RA>7¢A(PB)7¢A(QB) to Bob
Bob: Rp =mpPp +npQp

¢p: E — E/(Rp)Send E/(Rp),pp(Pa),p5(Qa) to Alice

1: A generates two random integers
ma,nag < (wA)(eA)

2: A generates Ry :=my * (Pa)+na*(Qa)

3: A uses the point R4 to create an isogeny mapping
® 4 := F—FE4 and curve E4 isogenous to F

4: A applies ¢ to Pg and @ to form two points on
E4 = ¢a(Pp) and ¢4(@B)
*Repeat steps 1-4 but with A and B subcripts swapped

5a: A sends to BEs,¢a(Pp) and ¢4(Qp)
5b: B sends to AEp, ¢p(Pa) and ¢p(Q4a)
6a: A has mA,nA,gbB(PA), and QbB(QA) and
forms Spy = mA((bB(pA)) + nA(¢B(QA)).
Ta: A uses Spa to create an isogeny mapping ¥p4
8a: A uses ¥4 to create an elliptic curve Ep4
which is isogenous to F.
9a: A computes K := j-invariant(jpa) of
the curve Epg
6b: B has mp,np, ¢a(py), and ¢4(q,) and
forms Sap := mB(¢A(pB)) + nB((bA(QB))'
7b: B uses Syp to create an isogeny mapping ¥ 4p
8b: B uses Y ap to create an elliptic curve EFxp
which is isogenous to F.
9b: B computes K :=j-invariant(jap) of the
curve Fap



The curves Eap and Ep4 will be guaranteed to
both have the same j-invariant. A function of K
is used as the shared key.

IV. HARDNESS AND POSSIBLE ATTACKS

There is more than one possible attack against any
isogeny-based cryptographic scheme. We summarize them
in this section and discuss the efficiency of such attacks.
Each of these attacks relies on computing the group ac-
tion. To compute this group action and find b * F we can
do it either directly or indirectly.

Direct Approach

The direct approach works with b directly. In this case
we try factoring b. This should take subexponetial time.
However this requires computing a classical modular poly-
nomial of level [ which grows very large as [ increases.

Indirect Approach

There is also an indirect way to compute b * F much
faster. Using index calculus we can find a factorization of

[b]:
[b] = [Py P5° D5’ .- p;']

Evaluating this should take subexponential time when
evaluating the above expression one (small) prime at a
time.

Supersingular Case

The previous two approaches apply to ordinary elliptic
curves. Because the outcome of these approaches is a sub-
exponential attack on the isogeny-based scheme, we need
something better. In [8] we see that the graph of supersin-
gular isogenies is an expander graph which is a Ramanun-
jan graph (this being the ideal condition for the graph).
In order to attack this isogeny-based scheme we must start
two random walks on the graph until a collision occurs.
Because of the features of these types of graphs the proba-
bility of landing on any given node is uniform. A collision
should occur after O(g'/*) where ¢ is the group order and
therefore this is the difficulty of finding the specific isogeny
on an isogeny graph. In order to make this problem harder
SIDH uses F» rather than F), as shown in [9].

V. COMPARISON WITH ALTERNATIVES

There are several different post-quantum cryptography
systems worth noting. Such systems include lattice-based,
hash-based, and code-based systems. Two key features of
such systems that should be emphasized are key sizes re-
quired and whether or not such schemes provide what is
called ”Forward Secrecy”. This feature means that the
compromise of one message in one session cannot be used

to compromise other messages sent in different sessions in
which a different random key is used. The lattice based
scheme Ring-LWE supports forward secrecy. Another well-
known lattice-based scheme NTRU does not provide this
feature. SIDH does provide forward secrecy, but also comes
out on top when it comes to key size. With a public, pri-
vate bit size of 3071 and 3072, respectively, it wins out over
its closest competitor NTRU which has 6130 and 6743, re-
specively.

VI. CONCLUSIONS

There are many different proposals for cryptographic
schemes that could one day replace existing schemes that
rely upon the Discrete Logarithm or Integer Factorization
Problems. Supersingular Isogeny Diffie Hellman (SIDH) is
a front runner in this competition. Isogenies using super-
singular curves already have found success in the construc-
tion of secure hash functions. Additionally, SIDH can be
built on top of existing ECC primitives and when com-
pared to other post-quantum schemes, SIDHs key sizes
clearly set it apart (which is of course consistent with the
lower key sizes of ECC schemes in general). Lastly, the
fact that SIDH does not fall under any filed patents makes
it very attractive when compared to pre-quantum schemes
such as RSA. Several implementations of it already exist
for both embedded[11] and non-embedded[12] applications
For these reasons, SIDH deserves serious consideration for
mainstream use in a post-quantum world.
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